@ 1. PRIVACY & DATA PROTECTION CONTROLS
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Risk Controls & Legal Safeguards

Designed to minimize legal exposure and ensure compliance at scale.

Data Minimization
Collect only necessary data,
separation of personal identifiers.

Strong Anonymization

Face & license plate blur,
sensitive attribute removal.

Pseudonymization
Controlled identifiers,
access-restricted mapping.

GPS Privacy
Location generalization /
reduced precision.

Access Control
Role-based access, least privilege,
multi-factor authentication.

Encryption
Encryption in transit (TLS 1.2+),
at rest (AES-256).

@) 3. DELETION & PROPAGATION FLOW

Liability & Indemnification
Clear allocation of responsibility and indemnification.

Your compliance. Our responsibility.
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Tl 2. GOVERNANCE & COMPLIANCE

= DPIA Completed

Data Protection Impact Assessment
completed and documented.

LIA Completed
Legitimate Interest Assessment
completed and documented.

Privacy Policy &

Hunter Guidelines Enforced
Company-wide policy enforcement
and mandatory compliance.

Defined Data Retention Policy
Clear retention schedules and
automatic purge after expiration.

Incident Response Process

Established breach response plan
and notification procedures.

Full Audit Logging
All activities logged immutably
for audit and compliance.

Third-party Control Requirements
Vendors are vetted and bound by
data protection obligations.
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f:j/ 4. CONTRACTUAL PROTECTIONS (B2B) u[l|-| 5. KEY METRICS & SLA COMMITMENTS
@ Data Processing Agreement (DPA) .= Anonymization QA False
GDPR Article 28 aligned data processing terms. . _ Accuracy Negative Rate
L= .
P Purpose Limitation 2 98% < 10%
A @ Use of data limited strictly to Al training purposes.
?}'}) No Re-identification Clause Deletion OIO Data Lineage
Contractual prohibition on re-identification, Response Time o Ceverage
0
b@ No Redistribution Clause < 48h 100 /6
No resale, sublicensing, or further sharing.
Audit Rights (\J Platform Security
Right to audit and receive compliance reports. $ Uptime Monitaring




Legal-Ready Data. Built for Trust.

End-to-end privacy by design for compliant Al training and data usage.

Global Compliance Risk Minimization Audit & Transparency
Aligned with GDPR,
Al Act, CCPA/CPRA,

PIPA and more.

Privacy by Design
Strong anonymization, Documented, provable
traceability and deletion

controls.

Built-in safeguards

at every step. and audit-ready.

DATA LIFECYCLE OVERVIEW

Data minimization &
storage limitation

Secure transfer (SCC)

Documentation &
traceability

+ Transparency

obligations

» Rights: access, delete,

-

correct, limit use

Risk assessment
(from 2026)

We don’t just collect data.

We engineer trust at every step.

Rights: access,
correction, deletion
Security & breach
natification
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+ In-app capture only « Encrypted upload + Face & license « Dataset versioning « Contract-controlled « Raw data deletion
(TLS 1.2+) plate blur access
« Consent framework GPS generalization » Full traceability « Downstream
applied « Integrity check g (data lineage) + No re-identification notification
+ Object/metadata st
+ Geo-fencing & » Metadata filtering + Provenance + No redistribution « Confirmation
restricted zones separation + QA + false negative tracking « Purpose limitation logs
monitoring enforced
T @ End-to-End Monitoring & Logging T
Continuous monitoring, access logs, and audit trails across the entire lifecycle.
GLOBAL REGULATORY ALIGNMENT
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CCPA / CPRA —
GDPR (EU) EU Al Act (California) PIPA (Korea) Other Jurisdictions
o Lawful basis & consent « Al system lifecycle » Motice at collection o Lawful transfer » Country-specific
+ DSAR (Data Subject risk management + Opt-out of sale/share overseas capture policies
Access Rights) + Data governance » GPC signal support + Privacy policy + Local law compliance
& guality disclosure

» Geo-fencing &
access contral




